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Finding and Fighting Fraud 

• Fiduciary Responsibility 
• Fraud Triangle 
• Type of Fraud 

– Identity 
– Health 
– Pension 

• Warning Signs 
• Recent Schemes and Cases 
• Opportunities for Fraud 
• Policies, Procedures and Internal Controls 
• Fraud Prevention 
• Conclusion 

 

Definition of the Term “Fiduciary” 

• The Employee Retirement Income Security Act 
(ERISA) requires plan fiduciaries to act prudently 
and solely in the interest of the plan’s 
participants and beneficiaries, prohibits self-
dealing, and provides judicial remedies when 
violations of these standards cause harm to 
plans.  In enacting ERISA, Congress recognized 
that the security of America’s employee benefit 
plans depends on their fiduciaries.  

Taxes 
IRS employees charged with stealing  

benefits and food stamps 
 

24 former and current IRS employees have been indicted  
for benefits fraud. 
 

Pressure 

Opportunity Rationalization 

*Dr. Donald R. Cressey is generally credited with developing the concept  
of the fraud triangle 

Pressure 

• This is what motivates crime in the first 
place.  The individual has some type of 
financial problem that he/she is unable to 
solve through legitimate means, so he/she 
begins to consider illegitimate act, such as 
falsifying financial information, such as 
benefits. 
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Opportunity 

• Defines method if crime can be 
committed.  The person must see some 
way he can abuse his position of trust with 
low perceived risk of getting caught-
critical to maintain social status.  (white 
collar) 

Rationalization 

• Vast majority of fraudsters are first time 
offenders with no criminal past.  See selves  
as ordinary people caught in bad set of 
circumstances. 

 

• “I was only borrowing the money.” 

Identity Theft 

• Social Security number 

• Medical Insurance Number 

Health Care Theft 

• Billing Services not rendered  
• Misrepresentation of Services 

– Wrong Coding 
– Upcoding 

 

• Unnecessary Services 
 

• Prescription Abuse 
 

• Eligibility Issues 
 

• Supplemental Claims 
 
 

Pension  

• Not reporting deaths  

– Death audits 

• Fictitious participants 

• Falsify checks 

• Fraudulent participant loans (401k plans) 

• Eligibility 

• Reported investment  
transactions 

Pension Losses 
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Warning Signs 

• Cash flow 

• Benefit spikes 

• Change in employee financial status 

• Reported investment gains vs. “standard” 

 
Opportunities for Fraud 

 
 • Lack of qualified service provider 

 
• Inadequate internal controls 

 
• Lack of independent preparation 

– Segregation of duties 
 

• Unreconciled differences 
 

• Inadequate understanding of Information 
Technology 
 

Policies, Procedures  
and Internal Controls 

• Segregation of Duties 

 

• AICPA’s auditing standards define segregation  
of duties and its objective:  “Assigning different 
people the responsibilities of authorizing 
transactions, recording transactions and 
maintaining custody of assets (which) is  
intended to reduce the opportunities to allow  
any person to be in a position to both perpetrate 
and conceal errors or fraud in the normal course 
of this or her duties.” 

No One Person Should 

• Initiate transaction 

• Approve transaction 

• Record transaction 

• Reconcile transaction 

• Reconcile balances 

• Handle assets 

• Review reports 

 

Staffing Issues 

• Training  

• Vacations (Mandatory) 

• Management Overrides 

• Hiring Issues 

• “Employee who thinks he will be 
caught will not steal” 

• Disgruntled Employees 

• Financially challenged  
Employees 

Fraud Awareness and Prevention 

• Data mining 

• Exception reports 

• Investment transactions 

• Positive pay 

• Death audits 

• Passwords and security 
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Fraud Awareness  
and Prevention (continued) 

• Technology updates 

• Employee checks on initial background 
and subsequent checks 

• Stamp checks for deposit only 

• Two signatures on checks 

• Report fraud 

• Positive work environment 

 

Conclusion 

• Fraud Policy 

– Take fraud seriously 

– Will not tolerate 

– Will prosecute 

• Whistleblower Policy 

• Fiduciary responsibility 


